WeBank

An Introduction to
Federated Learning

Qiang Yang
WeBank, HKUST

PN R=eTA M https://www.fedai.org/

All rights reserved. No distribution without permission



Challenge for Al : Data Fragmentation, Data Silos

WWeBank



Qiang Yang et al, Federated Learning, Morgan & Claypool Publishers, 2019, section 1.1, page 1-2

Background

DLA Piper
IncreaSIngly Strlct IaWS On PRIVA_CYSCOREBdX- GDPR OVERVIEW GDPR APP BLOG DLA Piper Intelligence v
data protection: I DLA p.pER
(3] e full handbook
GDPR of EU, 2018 DATA PROTECTION LAWS OF THE WORLD
CCPA of USA; 2018 Compare data protection laws around the world
Cyber Security Law of China,
20 17 m Please select Country N Compare to Comparison country i GO
) @
Growing concern on user =
privacy and data security
g
Data exist in the form of pm
isolated silos. 5
Federated learning can be a o
solution! [McMahan’16, -
Yang'19] e
S
Reference:
[1] DLA Piper, Data Protection Laws of =
the World A
https://www.dlapiperdataprotection.c recumon Y
O_m/ D ENFORCEMENT
[2] DLA Piper, Data Protection Laws of 2
the World, Full Handbook o

Image from DLA Piper
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Data Sharing Among Parties: Difficult, Impossible, Illegal

« Medical clinical trial data cannot be shared (by R. Stegeman 2018 on Genemetics)

« Our society demands more control on data privacy and security
« GDPR, Government Regulations
« Corporate Security and Confidentiality Concerns
 Data privacy concerns

Cambridge
Analytica

WeBank 4




HIgNIgNS and INterpretation of the Cybersecurity Law

China’ s Data Privacy Laws

Comprising 79 articles in seven chapters, the Cybersecurity Law contains a number of cybersecurity requirements,
including safeguards for national cyberspace sovereignty, protection of critical information infrastructure and data
and protection of individual privacy. The Law also specifies the cybersecurity obligations for all parties. Enterprises

° M a ny e n a Cted Si n Ce 20 1 7 and related organisations should prioritise the following highlights of the Cybersecurity Law:

Personal information The Cybersecurity Law clearly states requirements for the
protection collection, use and protection of personal information.

« Requires that Internet businesses must not

leak or tamper with the personal information

Critical information The Cybersecurity Law frequently mentions the protection of
infrastructure “critical information infrastructure”.

« When conducting data transactions with third

parties, they need to ensure that the

[ ] “Network operators” are the owners and administrators of
“ Network networks and network service providers. The Cybersecurity
operators Law clarifies operators’ security responsibilities.
proposed contract follow legal data P

protection obligations.

The Cybersecurity Law requires personal
informationfimportant data collected or generated in China to
be stored domestically.

Preservation of
sensitive information

e More to come...

Certification of Critical cyber equipment and special cybersecurity products
can only be sold or provided after receiving security

security products certifications.

From Report by KPMG 2017

WeBank 5

Legal Enterprises and organisations that violate the
liabilities Cybersecurity Law may be fined up to RMB1,000,000.



Facebook finally rolls out privacy tool for your browsing
history

9, s GOOGIE strengthens Chrome's privacy
controls

FrEderic Lardinois @fredeﬂc‘/ mBuSINESs Markels Tech Media Success Perspeclives Videos

Top Microsoft exec says online privacy has reached ‘a
crisis point’

By Clare Duffy, CNN Business
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Challenges to Al: small data and fragmented data, Non-iid, Non-balanced,
non-cooperative or malicious, dirty data, incomplete data, outdated data...

Low Security in Data Sharing
Lack of Labeled Data
Segregated Datasets

WWeBank

Enterprise B

(X2,Y)

Over 80% of the worlds’ enterprise information are in

data silos!







Qiang Yang et al, Federated Learning, Morgan & Claypool Publishers, 2019, section 1.2, page 3

Federated Learning

Move models instead of data;
Data usable but not visible.

Multi-party model learning without
exchanging data.

Scenarios:
Collaboration among edge devices,
Collaboration among organizations,
Collaboration among departments

within one organization.
Also known as:

Federated Machine Learning
Collaborative Machine Learning
Federated Deep Learning
Federated Optimization
Privacy-preserving Machine Learning
Geo-distributed Machine Learning
Geo-distributed Deep Learning
Multi-party Learning

WWeBank

Federated model

Model A odel B

Encrypted model training IS

Sending public keys

Encrypted entity alignment @

J Exchanging intermediate results

( _\ Computing gradients and loss

Updating models

a b

References:

[Kairouz’19] Peter Kairouz, and H. Brendan McMahan, et. al., "Advances and Open Problems
in Federated Learning," Dec. 2019. Available: https://arxiv.org/abs/1912.04977

[Yang’19] Qiang Yang, et al., "Federated Machine Learning: Concept and Applications," Feb.
20109.

[McMahan’16] H. Brendan McMahan, et al., “Federated Learning of Deep Networks using
Model Averaging," Feb. 2016.

[Konecny’15] Jakub Konecny, Brendan McMahan, and Daniel Ramage, "Federated
Optimization: Distributed Optimization Beyond the Datacenter," Nov. 2015. Available:
https://arxiv.org/abs/1511.0357
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Qiang Yang et al, Federated Learning, Morgan & Claypool Publishers, 2019, section 1.2.1, page 4-7

Definition of Federated Learning-2

Interpretation of Federated Learning:

Models --- Sheep

Data --- Grass
Originally, one need to purchase grass from
different sources to feed sheep ---
Companies gather lots of data to train models,
where many challenges exist, such as user
privacy, data security and regulations.
Federated Learning provides an alternative:
sheep are led to different farms and can thus
eat grass from all places without having to
move the grass. --- Federated learning
models gather knowledge from various
sources of data without having to observe
them.

WWeBank

ML Models

Corporation B

Corporation
C

Corporation A
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Key Components in Federated Learning

< <Book: Federated Learning>>

Model design and hyperparameter tuning, e.g. number of layers, CNN or RNN, etc.

Distributed learning algorithm (Chapter 3), e.g. client selection, tackling non-IID (or even contradictory) training data,
system-algorithm co-design, etc.

Communication optimization, e.g. alleviating the influence of network delay, model/gradient compression, etc.

Security and privacy (Chapter 2), e.g. Homomorphic Encryption (HE), Differential Privacy (DP), Secure Multi-party
Computation (MPC), etc.

Incentive mechanism (Chapter 7), e.g. motivating organizations from different industries, adequate revenue

allocation, etc. Model Design S
Communication

G

Incentive

Distributed ML

Image from Google

WeBank 11
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Federated Learning Systems: Overview

Horizontal

. Communication | _ Centralized
Vertical Data Partltlonmg Architecture N
istribute
) Differential Privacy
Linear Models -
.. ] Privacy Cryptographic Methods
Decision Trees Machine Lﬁﬂmlﬂg cherated Learning Systems Mechanism N
Model Aggregation
Neural Networks Model geres
Public Scale of ‘/ K Motivation of Incentive
Fedﬁratiﬁl‘l Regulation
Private Federation

Taxonomy of federated learning systems (FLSS)

[Li"19] Qinbin Li, Zeyi Wen, et al., “Federated Learning Systems: Vision, Hype and Reality for Data Privacy and
Protection,” Oct. 2019. https://arxiv.org/abs/1907.09693

WeBank 12
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WWeBank

Federated Learning System: Overview

Federated Optimization and Learning Algorithms
HFL VFL

HE DP

Defense against model/data
poisoning attacks
_—7

FTL

(Horizontal) (Vertical) (Transfer)

Cross-site Incentiye Preventing any info leakage
Communication Mechanism

MPC

/

Y~
\

defending model/data poisoning attacks.
FL is more than what “MPC+ML” is about.

\_

info leakage (either model or data leakage).

FL has built-in mechanism for robustness, such as * The built-in MPC block in FL can prevent any
FL can do whatever “MPC+ML” can do.

All rights reserved. No distribution without permission
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Secureboost in VFL

SecureBoost .
GBDT in HFL
Qb
| | ' u Hashing Computingr———
Sub-Model 1 Sub-Model 3 Sub-Model 2 —— Hash tables| ———
o 0 p-
Q(, «—= Intermediate Computation Exchange «—+ 58 «—= Intermediate Computation Exchange «—
i % Hashing Computing
! Privacy-Preserving Entity Alignment f Privacy-Preserving Entity Alignment tHaSh valuesHM]REduce HHaSh tables] "
s’ ‘ K — o v, / Hashing Computing
V~ f Confidential ‘v¢ Confidential v Hash tables
Peadie Pty 1 Info. Exchange P Info. Exchange Passive Party 2

(a) The preprocessing stage
Figure 1: Illustration of the proposed SecureBoost framework

|

Kewei Cheng, Tao Fan, Yilun Jin, Yang Liu, Tianjian Chen, Qiang Yang, __ Boosting B
i+1 ket 1

SecureBoost: A Lossless Federated Learning Framework, IEEE Intelligent mg=
Systems 2020 | Share oo { Share {Share
ing -
o : : H
o ! Share j Share | Share

| |
L T R !

(b) The training stage

Qinbin Li, Zeyi Wen, Bingsheng He, Practical Federated Gradient
Boosting Decision Trees, AAAI, 2019

WeBank 14
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Federated Learning: research areas

Security and Laws

Safety

Efficiency

Applications

Incentives

WeBank 15



Federated Learning Market Games
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Federated Learning Applications

Federated Learning + Other ML Algorithms (Chapter 8)
Federated learning + Computer vision (FL+CV)
Federated learning + Natural language processing (FL+NLP), including automatic speech recognition (ASR)
Federated learning + Recommender system (FL+RS)

Federated Learning + Industry/Society, (Chapter 10 and cases from WeBank: https://www.fedai.org/cases/)

Federated learning + Finance, FinTech
Federated learning + Insurance, InsurTech
Federated learning + Healthcare
Federated learning + Education

Federated learning + AloT

Federated learning + Smart City
Federated learning + Edge computing
Federated learning + 5G/6G

Reference:

GitHub, innovation-cat/Awesome-Federated-Machine-Learning, Available: https://github.com/innovation-cat/Awesome-Federated-
Machine-Learning

https://zhuanlan.zhihu.com/p/87777798
WeBank 17
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Federated Learning Datasets

WeBank FedVision - Street Dataset, Available: https://dataset.fedai.orq/#/

A real-world object detection dataset that annotates images captured by a
set of street cameras based on object present in them, including 7 classes.
In this dataset, each or every few cameras serve as a device.

Carnegie Mellon University, LEAF: A benchmarking framework for federated learning,
Available: https://leaf.cmu.edu/, https://github.com/TalwalkarLab/leaf

Federated Extended MNIST (FEMNIST ), 62 classes, Image Classification
Twitter, Sentiment140, Sentiment Analysis, federated

Shakespeare, Next-Character Prediction, federated

Celeba, Image Classification (Smiling vs. Not smiling), federated
Synthetic Dataset, Classification, federated

University of Southern California: FedML (Chaoyang He et al.)

WeBank 18
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Qiang Yang et al, Federated Learning, Morgan & Claypool Publishers, 2019, section 1.3.2, page 11-13

Federated Learning Open-source Platforms

WeBank FATE, supports TensorFlow and PyTorch, https://github.com/FederatedAl/FATE

Google TensorFlow Federated (TFF) , https://github.com/tensorflow/federated

Google TensforFlow-Encrypted, https://github.com/tf-encrypted/tf-encrypted

PyTorch, torch.distributed, https://pytorch.org/tutorials/intermediate/dist_tuto.html

Uber Horovod, supports Keras, TensorFlow, PyTorch, and MXNet, https://github.com/horovod/horovod

coMindOrg, supports TensorFlow, https://github.com/coMindOrg/federated-averaging-tutorials

OpenMined PySyft, supports PyTorch, https://github.com/OpenMined/PySyft

MesaTEE by Baidu, https://mesatee.org/ https://mp.weixin.gq.com/s/ISXWIN7BaVnyFXFZ-f24TA

PaddlePaddle/PaddleFL by Baidu, https://github.com/PaddlePaddle/PaddleFL

WeBank 19
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Privacy-Preserving Technologies

« Secure Multi-party Computation (MPC)

Homomorphic Encryption (HE)

Yao’s Garbled Circuit

Secret sharing

Differential Privacy (DP)

WWeBank
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Secure Multi-Party Computation (MPC)

* Provides security proof in a well-
defined simulation framework

« Guarantees complete zero knowledge

* Requires participants’ data to be
secretly-shared among non-colluding
servers

* Drawbacks:

« Expensive communication,

* Though it is possible to build a
Ran Cohen Tel Aviv University, Segure security model with MPC under
Multiparty Computation: Introduction : : :

lower security requirement in
exchange for efficiency

WeBank 21



Yao' s Garbled Circuit Protocol (Andrew Yao, 1986)

Alice input a Bob input b

Function f

Garbled Circuit Protocol

Alice gets f(a,b)
but learns nothing
about Bob

Bob gets f(a,b) but
learns nothing
about Bob

WWeBank

All rights reserve

* Oblivious Transfer

Steps

* Alice builds a garbled circuits;

* Alice sends her input keys;

* Alice and Bob do Oblivious Transfer,

* Bob gets the output and sends back to
Alice;

* Alice and Bob learns nothing about the
other value.

d. No distribution without permission
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SecureML: Privacy-preserving machine learning for linear
regression, logistic regression and neural network training

. . _i MPC o |
* Combines secret sharing, garbled \3,@ secret sharing ~—2()
-

circuits and oblivious transfer A

* Learns via two un-trusted, but non- %

colluding servers
* Computationally expensive

Mohassel, P., & Zhang, Y. (2017, May). SecureML: A system for scalable privacy-preserving machine
learning. In 2017 38th IEEE Symposium on Security and Privacy (SP) (pp. 19-38). IEEE.

WWeBank
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Differential Privacy

Definition: Differential Privacy (DP) [Dwork 2008]

A randomized mechanism M is e-differentially private, if for all output t of M, and for all
databases D;and D, which differ by at most one element, we have

Pr(M(D,) = t) = e Pr(M(D,) = t).

4 PI‘(M (Dl)) \

’ Pr(M(D,))

difference is small

Intuition: changes in the distribution are too small to be perceived with variations on a single element.

Cynthia Dwork, 2008. Differential privacy: a survey of results. Theory and Applications of Models of Computation.
WeBank o4



Homomorphic Encryption

* Full Homomorphic Encryption and Partial Homomorphic Encryption.
* Paillier partially homomorphic encryption

Addition : [[u]] + [[V]] = [[u+V]]
Scalar multiplication: n[[u]] = [[nu]]

* For public key pk = n, the encoded form ofm € {0, ..., n-—1} is

ris randomly selected from {0, . . ., n— 1}

* Forfloat g = (s, e), encrypt [[a]] = ([[s]], ), here g = s[3¢ is base-[3 exponential representation.

Rivest, R. L.; Adleman, L.; and Dertouzos, M. L. 1978. On data banks and privacy homomorphisms.

Foundations of Secure Computation, Academia Press 169-179.
WeBank o5



Applying HE to Machine Learning

Original and approximate functions

Polynomial approximation for logarithm function OM
0.5
1 k
log ( ) = Zajuj Ed|
1 + exp(u) par
1.5F ”
Encrypted computation for each term in the = Y
polynomial function “ \
Lo 11 v e
loss =log2——yw' x+= (W X) , -
2 8 [Original] f(u) = log(1/(1+exp(u)))
B | ——— [Area min.] f(u) = - 0.0976419u? - 0.5u - 0.714761
1 . 1 - [Taylor] f(u)= - 0.125u” - 0.5u - log(2)
[[loss]] =[[log 2]]+(—§)*[[YW X]]+§[[(W X)1] 35 - x L ; 4 4

u

* Kim, M.; Song, Y.; Wang, S.; Xia, Y.; and Jiang, X. 2018. Secure logistic regression based on homomorphic encryption: Design
and evaluation. JMIR Med Inform 6(2)

* Y. Aono, T. Hayashi, T. P. Le, L. Wang, Scalable and secure logistic regression via homomorphic encryption, CODASPY16

WeBank 26



Is the Gradient Info Safe to Share?

(a) Original 20x20 image of hand-
written number (). seen as a vector
over R fed to a neural network.

(b) Recovered image using
400/10285 (3.89%) gradients (see
Sect.3, Example 2). The difference
with the original (a) is only at
the value bar.

(c) Recovered image using
400/10285 (3.89%) gradients (see
Sect.3, Example 3). There are
noises but the truth label 0 can
still be seen.

Fig. 3. Original data (a) vs. leakage information (b). (¢) from a small part of gradients in a neural network.

Le Trieu Phong, et al. 2018. Privacy-Preserving Deep Learning
via Additively Homomorphic Encryption. IEEE Trans. Information

Forensics and Security, 13,5 (2018),1333-1345

WWeBank

Protect gradients with Homomorphic
Encryption

Server A | () Sending encrypted gradients |

| (2) Secure aggregation |

|(3] Sending back model updates |

Updating models

Database B,

Database B,

Database B,

Algorithm ensures that no information is
leaked to the semi-honest server, provided
that the underlying additively homomorphic
encryption scheme is secure®.

*Q.Yang,Y. Liu, T. Chen, Y. Tong, Federated machine

learning: concepts and applications, ACM TIST, 2018
27



Qiang Yang et al, Federated Learning, Morgan & Claypool Publishers, 2019, section 1.2.2, page 7-10

Horizontal Federated Learning, HFL

Parties own data with overlapping features, i.e. aligned feature space; yet the training samples are
different.

Also known as “cross-sample federated learning”,
“feature-aligned federated learning”.

The feature space is identical.

v
|
.. |
HFL expands the number of training samples, L o
with the feature dimensionality unchanged. Data from A '\ E |
1 ® ©
g ' E Gy
= 1 O i
= N O
3 S 2
T g
@ | Data from B
T
@
w |
|
|
— 1
Features
Image from Google
References:
Horizontally partitioned data: data frames [Kairouz’19] Peter Kairouz, and H. Brendan McMahan, et. al., "Advances and Open Problems in
L . . Federated Learning," Dec. 2019. Available: https://arxiv.org/abs/1912.04977
are partitioned horizontally into rows, each [Yang’19] Qiang Yang, et al., Federated machine learning: Concept and Applications, WeBank,
i i 2019.
of which havmg the same features. [Google’19] Google Federated Learning Comic, https://federated.withgoogle.com/
WeBank 28
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Horizontal Federated Learning: Divide by Users/Samples

Step 1: Participants compute training

gradients locally

« mask gradients with encryption,

- ]
: I
: I
DatafromA | 2|
dla Irom ] . . . .
|_ £ : differential privacy, or secret sharing
@ @ |
o* = O .
2 1 6 = | techniques
g (N O
3 = D1 . . .
!0 « all participants send their masked results
o | Data from B
| goll|
9y to server
' I
: ! Step 2: The server performs secure
Features aggregation without learning information
(a) Horizontal Federated Learning about any participant

Step 3: The server sends back the aggregated

FEDERATED LEARNING FOR MOBILE KEYBOARD results to participants
PREDICTION, Andrew Hard, et al., Google, 2018 Step 4: Participants update their respective

model with the decrypted gradients
WWeBank 29



Horizontal Federated Learning

global parameters

I
I
|
I
I
I
|
I
:
I
1 download the upload gradient of
/‘ - N | latest values of selected parameters
I
|
|

most-updated and add them to
A . @

C : parameters global parameters J:
D gl e B e A A A A e T ) .7-----;-;--;--- ‘:.'_-'.J-.-. = _-.'.-_-.ln

() (] (] (]

Bocalp i e

1, [elected parameters) | selected gradients

H. Brendan McMahan et al, Communication-Efficient Learning of Deep
Networks from Decentralized Data, Google, 2017

» Multiple clients, one server

> Data is horizontally split across devices, homogeneous

features , , , , ,
Reza Shokri and Vitaly Shmatikov. 2015. Privacy-Preserving
> Local training Deep Learning. In Proceedings of the 22Nd ACM SIGSAC
Conference on Computer and Communications Security
> Selective clients (CCS " 15). ACM, New York

WWeBank



Qiang Yang et al, Federated Learning, Morgan & Claypool Publishers, 2019, section 1.2.2, page 7-10

Vertical Federated Learning, VFL

Parties hold data with identical data ID (i.e. training samples), but with different features.

A.k.a “Cross-feature federated learning”, “sample-aligned federated learning”. Suitable for federated learning across industries.

Before training, we take the intersection of data IDs held by different parties.
VFL increases data dimensionality at the cost of sample size (due to intersection of IDs).

Party A Party B

Data from A

! Vertical Federated Léa>rrfiir'igv

- —————————————

Samples

Data from B

Image from Google

Vertically partitioned data: partition data
frames into columns, with each column Beatiires

holding the same feature.

[Yang’19] Qiang Yang, et al., Federated machine learning: Concept and Applications, WeBank,

WWeBank 2019. 31
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Vertical Federated Learning

Objective:
» Party (A) and Party (B) co-build a FML
model

Assumptions: 3 WeBank
» Only one party has label Y RART
» Neither party wants to expose their X
orY (V Y)

Challenges: n-- ----

» Parties with only X cannot build 6000
models U2 5500 500  Yes
> :Dartles cannot exchange raw data by U3 2200 | 500 Yes
aw U4 6000 600 No
Expectations: e No
» Data privacy for both parties ue 5 75 520 G I I
» model is LOSSLESS U7 8 80 600 V10 6000 600 T

Retail A Data Bank B Data

WWeBank



Privacy-Preserving Entity Match

« Party A and B learns their overlapping IDs but nothing else

| |

Party A Party B

WWeBank
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Vertical Federated Learning

Federated model ’

- 53

P

BIPLS

A~

QOIOL

Model A

9: “— Encrypted model training -

Encrypted entity alignment

@ Sending public keys

@ Exchanging intermediate results

@ Computing gradients and loss

Updating models

b

Federated Transfer Learning: Concepts and Applications. Qiang Yang, Yang Liu and Tianjian Chen. ACM TIST 2019.

WWeBank
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Privacy-Preserving inference

« Suppose a new user ID arrives at Party B,

Step 1
Party B sends encrypted ID to A

Encrypted ID matchin m
yP 0 Step 2

Party A and B compute local results

Party A sends sub-model | Party B [ Step 3 ]
0 :
score U, Add sub-model Party A sends its results to B

scores U,+Uj,

VvV Step 4

Sends end signal R x Party B combines results

WWeBank 35



Security Analysis

* Security against third-party C

- all C learns are the masked gradients and the randomness and secrecy of
the masked matrix are guaranteed

* Security against each other

- Party A learns its gradient at each step, but this is not enough for A to
learn any information from B
- Inability of solving n equations in more than n unknowns

* Security In the semi-honest setting

WWeBank
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XGBoost in Federated Learning

SecureBoost
Q
Sub-Model 1 Sub-Model 3 _ Sub-Model 2
u*L «—= Intermediate Computation Exchange «—» 3 +~ Intermediate Computation Exchange « ”—{_
Privacy-Preserving Entity Alignment Privacy-Preserving Entity Alignment
Confidential Confidential
Info. Exchange Info. Exchange 4
Passive Party 1 Active Party Passive Party 2

Figure 1: Hlustration of the proposed SecureBoost framework

Kewei Cheng, Tao Fan, Yilun Jin, Yang Liu, Tianjian
Chen, Qiang Yang, SecureBoost: A Lossless Federated
Learning Framework, IEEE Intelligent Systems 2020

WWeBank
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Qinbin Li, Zeyi Wen, Bingsheng He, Practical Federated

Gradient Boosting Decision Trees, AAAI, 2019
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Qiang Yang et al, Federated Learning, Morgan & Claypool Publishers, 2019, section 1.2.2, page 7-10

Federated Transfer Learning, FTL

Parties hold data with different ID and different features (some parties may not have labels).

Suitable for federated learning across industries.

Common methods include model transfer, instance transfer, feature transfer and domain adaptation, etc.
Peer-to-peer architecture is commonly used.

FTL is important to solving the problem of ‘small data’ and ‘unlabeled data’.

Source Domain Party A Target Domain Party B
# . #
i * Federated
Transfer Learning
o0 . 00
Data from A
00 . 0@ .
9
[=H
5 H
(et y L3, (e G ?
ArmA]], [[Loss]l; . | Data from B
v
g+ m_Loss
1
g LOSS \ a g G
! ! Features

[Yang’19] Qiang Yang, et al., Federated machine learning: Concept and Applications, WeBank, 2019.
[Liu’19] Yang Liu, et al., Secure Federated transfer learning, WeBank, 2018.
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Federated Transfer Learning

Source Domain Party A Target Domain Party B Step 1

Party A and B send public keys to each
gA 6B other
|
o0 . 00 o0 .. 00 Step 2
Parties compute, encrypt and exchange
@ . A m uB intermediate results

— Step 3
A Kg ) .

g ety EC] o Parties compute encrypted gradients,
— [[gA+mA]B [[Loss]]g e add masks and send to each other

; |

‘ g® +m? | gh+ m‘; Loss
/ v
éA Loss G gB G
|

Federated Transfer Learning. Yang Liu, Tianjian Chen, Qiang Yang,
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https://arxiv.org/pdf/1812.03337.pdf

Efficiency: BatchCrypt: Efficient Homomorphic Encryption for
Cross-Silo Federated Learning

« Reducing the encryption overhead and data transfer
« Quantizing a gradient value into low-bit integer representations
« Batch encryption: encoding a batch of quantized values to a long integer

« BatchCrypt is implemented in FATE and is evaluated using popular deep
learning models

. . 7 8777 |\ -
« Accelerating the training by 23x-93x R @ 5000 74516
 Reducing the netw. footprint by 66x-101x é po77 =
- Almost no accuracy loss (<1%) = 2092 1605 b=
51.3  20.3 20.8 94.6| ©
I I I I b 0 45
- T
encryPt idi€ yecryPyeral stock  batch

LSTM

C. Zhang, S. Li, J. Xia, W Wang, F Yan, Y. Liu, BatchCrypt: Efficient Homomorphic Encryption for Cross-Silo Federated Learning,
USENIX ATC’20 (accepted)
WeBank 40




Incentivize Parties to Join: Federated Learning Exchange

« Observation: The success of a federation depends on data owners to share data with the
federation

+ Challenge: How to motivate continued participation by data owners in a federation?

Research Question: How to determine w,(t)? i wy(t)

u, (1) ﬁ
‘ j . ‘ u,(t) ‘

) | Q7 p - <=
a N 4 h Revenue $ L L
\_/ from FL 7 .
Data Owner 7 Dataset FL Model customers Data Owner / ... ... Data Owner NV

Limited Budget
for Utility Transfer
to data owners at
L B(t)
*Qiang Yang, Yang Liu, Tianjian Chen, Yongxin Tong:
Federated Machine Learning: Concept and Applications. ACM TIST 10(2): 12:1-12:19 (2019)
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https://dblp.uni-trier.de/pers/hd/l/Liu:Yang
https://dblp.uni-trier.de/pers/hd/c/Chen:Tianjian
https://dblp.uni-trier.de/pers/hd/t/Tong:Yongxin
https://dblp.uni-trier.de/db/journals/tist/tist10.html#YangLCT19

2019

C

LG] 10 De

CS

Xiv:1912.04977v1 |

Advances and Open Problems in Federated Learning

Peter Kairouz™* H. Brendan McMahan™ Brendan Avent?! Aurélien Bellet”
Mehdi Bennis!? Arjun Nitin Bhagoji'? Keith Bonawitz” Zachary Charles’
Graham Cormode?? Rachel Cummings® Rafael G.L. D’Oliveira'*

Salim El Rouayheb'* David Evans?? Josh Gardner®* Zachary Garrett’
Adria Gascén”’ Badih Ghazi” Phillip B. Gibbons? Marco Gruteser’-'4
Zaid Harchaoui®* Chaoyang He?! Lie He * Zhouyuan Huo 2"

Ben Hutchinson” Justin Hsu?® Martin Jaggi* Tara Javidi'” Gauri Joshi?
Mikhail Khodak? Jakub Kone&ny’ Aleksandra Korolova?! Farinaz Koushanfar!”
Sanmi Koyejo™'* Tancréde Lepoint’ Yang Liu'? Prateek Mittal'?
Mehryar Mohri”’ Richard Nock! Ayfer Ozgiir'® Rasmus Pagh™!Y
Mariana Raykova’ Hang Qi” Daniel Ramage’ Ramesh Raskar'!

Dawn Song'® Weikang Song” Sebastian U. Stich? Ziteng Sun®
Ananda Theertha Suresh” Florian Tramer'® Praneeth Vepakomma'! Jianyu Wang?
Li Xiong®” Zheng Xu” Qiang Yang® Felix X. Yu’ Han Yu'? Sen Zhao'

! Australian National University, 2Carnegie Mellon University, *Cornell University,
4Ecole Polytechnique Fédérale de Lausanne, >Emory University. ®Georgia Institute of Technology.
"Google Research, *Hong Kong University of Science and Technology, “INRIA, '“IT University of Copenhagen,
! Massachusetts Institute of Technology. ?Nanyang Technological University, *Princeton University,
4Rutgers University, ?Stanford University, ®University of California Berkeley,
17 University of California San Diego. ® University of Illinois Urbana-Champaign, '?University of Oulu,
20University of Pittsburgh, 2! University of Southern California, 2?University of Virginia,

23 University of Warwick. Z*University of Washington, 2°University of Wisconsin—Madison
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Applications

29

r Ay -
il

N\

Internet + insurance Internet + retailers

Anti money laundering + :
Internet + banking Insurance pricing Intelligent marketing

Risk modeling

v" recall improves 15% . ,
v’ Pricing model improves  v' Marketing efficiency

v Audit eff(ijcisncy N v' Performance keeps accuracy mproves greatly
improved by over 50% increasing with respect to - !

. v Coverage ratio is over v i
the enriched features o0K d aBszjtet);:JgSeetrinpé-ome
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Risk Management with Federated Learning

ID X1 X2 ID X3 Y
WHARIES | EMAFESE  ECAARESE | WBARIE | RAERES AR
% Ul 90 150 Ul 600 0.79 ]
Jisino U2 40 100 U2 550 0.11
isin WeBank
U3 20 80 U3 520 0.88 il Ax - Al
60 _ U4 100 200 U4 600 0.15 — 400 K
Million U9 50 50 U5 600 0.90
U10 6 10 U6 520 0.81
U1l 2 5 U7 600 0.32
\ Y J \ . J
REHIESTHTE +—¢ 200 Dimensions 20 dim ’—+ tax bank business
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Construction-Site Safety w/ Federated Computer Vision

Webank Al X Extreme Vision

EHEETEIE
O sk Hmis i

= i é l SRR RSB TIER

O ZELHE

WWeBank

Bl esH=hvaoS s

1373 ST cRviess
RIFAE S
ZEERFE O
o
D SRIF IR

A A

Tl e X

i" 6 I SRE S
/ ‘
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Federated Recommendation

Recommender System

- EENZRE : :
nxm i nxk kxm
4 | 3 2 | 5

Federated Learning

= Sm—
g 5 4 4 Q -
e . e S| ¢ s | 3|4 B @
- G . U * . & ;
e P (i R . 3 5
f‘jﬂ Fragiici H WA h
A& ) ranrty AN, 4 4
M&’ Fidiity *¢§}ﬁ§c‘; “’. 2 | 4 5 ﬁ;

Assumption: a trustworthy 3'-party as coordinator, which can be removed
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Horizontal Federated Recommendation

Example: movie
recommendation with
data from individual users

WWeBank

[ )

No data exchange

TIE

Party C
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Federated Collaborative Filtering [Ammad et al. 2019]

Intuition: decentralized matrix factorization, each user profile is updated locally,
Iitem profiles are aggregated and updated by coordinator

EEE=RT
4 3 ? 5

User 1 Q

- U S - .
gEEzEm | SRR
I I
e - @ X .
User k _ 4 5 3 4 I |
I I
Uy L L | ) .
“EIEl B | 7
- - L = 2
User n PVY | 4 > e
un
) .1
Loss function min a7 i — (us,v;))2 + A|U|I5 + eV
Update function ul =ul™t -y g, F(UTL VY > User local updates

Server updates «— v bty v, FUL, VY Gradients from users

WWeBank Ammad-ud-din, et al. 2019. Federated Collaborative Filtering for Privacy-Preserving Personalized Recommendation System. arXiv:1901.09888.
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Voice Recognition using Multiple Data Sources

TFE= Transfer + Federated + Evolutionary

L L : -
- —_ EBE

—_ BFBES

msEn AL
e e—— A Vendar ...
Client A s LI
l}‘/ iﬁ?gggﬂ ClientBELH Vendorfll S —
IR(HAYT A (S vendor 5 ClientZ[F Jugrees maEzen
S EE= = Hﬂ%ﬂﬁﬁ&*ﬁfl ﬁgxﬁ&%— iggu (LDP) é
S BASR 01T ~ ' :
B I RASR T e T e : _ g
: et AR _ FARE :
§ P cunEzan | §
WeBank- _
ASR¥%$§ Client B , R Dy I TSR Y
WeBank- Vendor#fl HF B
ASREEI 73 ClientZli{z [ETEs s :

Client23289 7EMISCAI Gl 4iE ot SR R Lenmeimcssmesmcmsssmssmesssimsisnsnnsnnsamsn s nnennsnsnmnans ;
REFARRA WEDIT/, SE - —
MEERES ;i"‘

IR
Reduced error by 10%~20%
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Federated Learning Eco-Systems in B2B Markets: at WeBank

o e e = e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e

4

First Industrial Strength Enterprise Federated Learning éystem Awards "
REIET2EUL, BHREMEET | AAAI 2020 Industry Award
100 Million Level Data Processing, 2000+ Features

Credit Rating in Banking : 12 scearios

-
7’
~

e e e o o o e e e e e e e - - ——

SaaS Queries Eco systems Patents Standards Textbooks

40 Ml I I | O n 530+ organizations 74 Approved SIﬁﬁ;ﬁiﬁuz"E «E*;B?—SJ» ssls
SAHOREIRERAARIFRER X, EEL_E3K96%, B 370 In applications: > 400, Her2INEPRnE, 3L XA EREL. MEISCioz=.
S 20+ BRIBESIREEFMNA, AWM, 164 FrER ERtnE YR ELRR T (BEB
840003 & EH FIHKEF2.0)
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Anti-money Laundering

@ -—
—
.
K
ey HAFIBRSD * g
; ‘;;’;’”’“E @ HIEERE

EZ AN N RO/

/N=1
v Ry
v i @ v MO
v VAR
IS TR EAFRY FektkiEA, 1R kiR BITNEERERYT T2 I EE, H— L UREER
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Multiple Data Sources in Credit Rating

STHIEPIER BRHER BHFD

DR F I

RERVE/ SRV /B3 I il
=1 A

surpnn @
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BAFRF IR
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1 4000
! 1
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Insurance Industry

WeBank and Swiss Re

@ Swiss Re

MEBRAREMEARA (RIRAT)) AERRIEEERER: IREFRS INFIZEEERRNAZE "MARF" |
TEEERFR KRR AGFR FEIRENE, WMSES R TR ERIGFIX LT

Internet Data
v BITEEE
v BEEEE
v (SERIF
v EiNEEETE

WWeBank
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a)

HAEIBRFD
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Insurance

v EIREE
v IREEE
v EBKMEE
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Federated Recommendation

Example: movie and book
recommendation with data
from two different data
sources

REgE, ImlrsE
— REOMAVEIESE

0L

it: BPIDBFEERRTEFSMIESH.

FHS. REID (imei) &, BoEtEd
EHARY (RIEE) N—AE;

WWeBank
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loT Applications

Perception engine

analysis engine

L. . \
recognition engine \
N1 =
L j ~ ~5§’ -~ [ ]

Sensor & edge computing

Client

WWeBank 55



FedEdge: Federated Edge Computing

HURISFATIEHE

WWeBank
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Computer Vision using Federated Learning
LEEHIE . WERAIOT, SEZSTL, REBBES, WINMTANG SRS
-

- ENTAEERH—SIREARLSERR

o FURRERIRL, PEEIKREIFRMA, BFsss R iR s

FedVision —HEXFRZ IR LM BRI Tasks:” i
1. Image Annotation Tonage Amnotation ¢ | EPN H IREme e
Lo ":\,‘ A 2. Centralized training L) i - ."\ iz Hj,’fi—dtﬁimu

e . T - e S rec il

LB &rR - @ (e ws™ R S ESEEN & Vision
............ = - | | B A

cloud database o : Ln‘ ;'_:‘,\ :- ,-_:;, ?émﬁ$‘_‘LImU
M IR

[ [SED YAN
HET Eﬂ Cities

=1 ; !
i i H
[ Sa?f “\ b
usery, .
.
= ] ————  Model Update
o
3. Online inference Y J ———  Model Download ] .......
< - Model Market

Local models are limited Federated Vision improves accuracy by 15%
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IEEE International Standard for Federated Learning

https://sagroups.ieee.org/3652-1/

IEEE-SA P3652.1 Federated Machine Learning
1st Working Group Meeting

< 2 ©T8E%  Tencent il "?";F

eduworksﬁoeé 4P§&§‘4'9m WeBank

DN MlNET (" " SINOVATION
Squirrel Al Learning " é VENTURES

BGI%X G GradConnectlon Swiss Re Group
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More Standards

China Communications Standards Association

(BFEIAFHZFIRIEERIEM om WAEKRSNNGZ
Data circulation products based on federated
learning: Technical requirements and testing methods)

T/CCSA 3000

ETEFZF I EIERIB~ MR
BARZERSMIA T L

Data circulation products based on federated learning :

Technical requirements and testing methods

IEEE International Standard for Federated Learning

IEEE P3652.1
{Guide for Architectural Framework and Application

of Federated Machine Learning(BX¥ P JEMZEA5 M A))

« March 2021, The first international federated learning standard
« 20+ members

« 6 working group meetings

« 10 kinds of federated learning application scenarios specifications

WWeBank

IEEE SA

STANDARDS STORE

EEEEEEEEEEEEEEEEEEEE

IEEE 3652.1-2020

|EEE Guide for Architectural Framework and Application of Federated Machine Learning

00
WeBank  ¢IEEE  paidEm

Y - I
(ON:.==/ Hisense  4Paradigm

CLUSTAR“E7% @ ’.\

E-‘Eﬁﬁ FURIRT

A = \9)
@ g:h i ,i%fﬂ eduwcrks. @Yg®
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WeBank Al: FATE - Federated Learning Open Source Platform

T T

The AAAI Conference
I . 2R
//A on Artificial Intelligence AL i HE R B
S EFRARERIE
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\ 4

18
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M 7
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Multi-Center Medical Modeling using Federated Learning
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« Predication based on Time Series,
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Stroke Patients: How to Predict based on Symptoms?

Using Data from Multiple Diagnostic Centers

Stroke Diagnosis

Records .

RiF V| o
R ' "B
A e |- | B e
.. 3% BRARRA B
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Stroke Patients: How to Predict based on Symptoms?

EN2017-06-30F2017-12-3 15N+ (BENE. BEENRIAE. RaMEMARE. IFMAHIIMERAZAIMXK
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Stroke Patients: How to Predict based on Symptoms?

20174128 & 2018418 Z6H
RS HEF 5673 A B XREH
Prediction Results: 1048 _
. IRIEEETR A RN R AR 201 74E1 2 5 .
XTI AR TFRNFIX S HER, 18510 - _ \
\ N g - 62& w —
- Hrh5673 ATE£201851-6 BHAB &R A X
Zd, F10MNERETES AT 108X, 548
2 AN TFORMNEG, 1T ALTFBRIXEE, 2 AT 44K
6-7 XS, OARLT1-54¢ X\ FS 348 _
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Stroke Patients: How to Predict based on Symptoms?

Hubei Hospitals Federated Learning

RSPk : B RS S A SR craved Predicon Mo
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CeJu et al., “The Privacy-preserving Technology to Help Millions of People: Federated Prediction Model for the Risk of
Stroke,” IJCAIl Workshop on Federated Learning, 2020
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Webank+Tencent Joint Team

« Accuracy: Improvement over 80%,

« Small hospitals: 10-20%
FRFTIe AR FL-IJCAI' 2040 R

Privacy-Preserving Technology to Help Millions of People:
Federated Prediction Model for Stroke Prevention

Ce Ju'*, Ruihui Zhao**, Jichao Sun®*, Xiguang Wei'*,
Bo Zhao?, Yang Liu', Hongshan Li?, Tianjian Chen',
Xinwei Zhang*, Dashan Gao®®, Ben Tan', Han Yu’ and Yuan Jin®

#0 0

IJCAI-PRICAI
YOKOHAMA
2020

Out-patient EHR
In-patient EHR
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FL-QSAR

An federated learning-based QSAR prototype for
collaborative drug discovery

Bioinformatics ISCB?

INTERNATIONAL SOCIETY FOR
COMPUTATIONAL BIOLOGY

Issues Advance articles Submit ¥ Purchase Alerts About v Q

Bioinformatics FL-QSAR: a federated learning—based QSAR prototype for
collaborative drug discovery
Shaoqi Chen, Dongyu Xue, Guohui Chuai, Qiang Yang =, Qi Liu =

Bioinformatics, Volume 36, Issue 22-23, 1 December 2020, Pages 5492-5498,
https://doi.org/10.1093/biocinformatics/btaa1006
Published: 08 December 2020  Article history v

o FEvER
Volume 36, Issue 22-23
1 December 2020

WeBank . : - . . .67 .
Shaoqi Chen et al. Qiang Yang, Qi Liu, 2020, Bioinformatics.



FL-QSAR

Federated Learning based New Drug Structure Discovery:

Accuracy same as putting the data all together.

FL Based platform: FL-QSAR

B 1 1
\ //
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‘ 1) Sending encrypted parameters

— Secure aggregation
% 3) Sending back model updates

Updating models

WWeBank

4-step training process:
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FL-QSAR Experiments

14 QSAR data sets

Two or more distributed collaboration parties
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Benchmark QSAR Data

Table 1. Benchmark datasets tested in FL-QSAR

Datasets Data type Description Number of Number of feature
molecules descriptors
3A4 ADME CYP P450 3A4 inhibition —log(IC50) M 50 000 9491
CB1 Target Binding to cannabinoid receptor 1 —log(IC50) M 11 640 5877
DPP4 Target Inhibition of dipeptidyl peptidase 4 —log(IC50) M 8327 5203
HIVINT Target Inhibition of HIV integrase in a cell based assay —log(IC50) M 2421 4306
HIVPROT Target Inhibition of HIV protease —log(IC50) M 4311 6274
LOGD ADME LogD measured by HPLC method 50 000 8921
METAB ADME Percent remaining after 30 min microsomal incubation 2092 4595
NK1 Target Inhibition of neurokinin1 (substance P) receptor binding —log(IC50) M 13 482 5803
OX1 Target Inhibition of orexin 1 receptor —log(Ki) M 7135 4730
0Xx2 Target Inhibition of orexin 2 receptor —log(Ki) M 14 875 5790
PGP ADME Transport by p-glycoprotein log(BA/AB) 8603 5135
PPB ADME Human plasma protein binding log(bound/unbound) 11 622 5470
RAT_F ADME Log(rat bioavailability) at 2 mg/kg 7821 5698
TDI ADME Time dependent 3A4 inhibitions log(IC50 without NADPH/ICS50 with 5559 5945
NADPH)
THROMBIN Target Human thrombin inhibition —log(IC50) M 6924 5552

Shaoqi Chen et al. Qiang Yang, Qi Liu, 2020, Bioinformatics.
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FL-QSAR: Federated Learning Results
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Conclusion

@ HFL can achieve almost the same performance as collaboration via cleartext
learning algorithms using all shared information.

@ Collaboration by HFL gained a substantially performance improvement than
that of one client by using only its private data.

@ A prototype collaborative QSAR system based on FL is presented:
https://github.com/bm?2-lab/FL-QSAR.

Shaoqi Chen et al. Qiang Yang, Qi Liu, 2020, Bioinformatics.
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Challenges for Federated Learning

Models [BVH+18]

benign participants

(" userC
[ user B
(user A

Federated

Averaging

Fig. 1: Overview of the attack. The attacker compromises one
or more of the participants, trains a model on the backdoor data
using our new constrain-and-scale technique, and submits the
resulting model. After federated averaging, the global model
is replaced by the attacker’s backdoored model.

Eugene B et al. 2018. How To Backdoor
Federated Learning. arXiv.cs.CR/1807.00459
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Data [HAP17]

User N

Victim User

User 2 Adversary User

(b) Collaborative Learning

Briland H et al. 2017. Deep Models Under the GAN:
Information Leakage from Collaborative Deep
Learning
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New Direction: Auto Vertical Federated Learning

A Secure Face

S Database 8
N

Image From a real
person or his photo? @)| Query(userlD)

Bank Net A <« ®

| ! B VFL Framework
= A \

<= \/ i )é

Banking Authentication:

1. Upload front camera photo: to judge whether an image is taken from a real person or his photo.
2. Bank A can cooperative with a a Secure Face Database with VFL;

What can AutoFL (Vertical) do:

To determine the learning architecture automatically and locally in a communication-efficient
manner with data protection;

WeBank 24



Privacy Attack Example: Deep Leakage.

Song Han from MIT designed Deep Leakage Attacks that tackle DP-protected

models, and are able to reconstruct training data from gradients with pixel-level

accuracy.
gﬂk &‘) Original || G-107* | G-1072 | G-1072 | G-10~*
el Accuracy 76.3% || 75.6% | 733% | 453% | <1%
Defendability - X X v v
Parameter Server L-10 7 | L-10 7 | L-10 7 | L-10~
Accuracy - 75.6% | 73.4% | 46.2% <1%
Defendability — X X v v

.‘ FIS?HE :

|||||||||||||||||||||||||||||||||||||||||||||||||

weBank Ligeng Zhu, Zhijian Liu, Song Han.

Reconstruct trammg data

Grounld Truth

Deep Leakage from Gradients. In NeurlPS, 2019.
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