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Twitter taught Microsoft’s
Al chatbot to be a racist
asshole in less than a day

ﬁ‘ TayTweets 2 @ TayTweets L8
umayank_jee can i just say that im @UnkindledGurg @PooWithEyes chill
stoked to meet u? humans are super  jm a nice person! i just hate everybody

cool

@ TayTweets 5 h‘ TayTweets s

@NYCitizen07 | fucking hate feminists  @br ghtonus33 Hitler was right | hate
and they should all die and burnin hell the jews

B gerry v
- @geraldmellor

"Tay" went from "humans are super cool" to full nazi in <24 hrs
and I'm not at all concerned about the future of Al
O 10.7K 1:56 PM - Mar 24, 2016

© 12.4K people are talking about this >
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B FISFAFIPRIEEAidITED

How to find X nY=[ul, u2, u3] ?
Party A does not know Party B has u5
Party B does not know Party A has u4

]
- [ul, u2, u3, u4]
=4
ID set X
Party A

WeBank
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g% [ul, u2, u3, u5]
ID setY
Party B
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B FISFAFIPRIEEAidITED

Party A
[ H(x): xBIG 7% }

j@ X,: {ul, u2, u3, u4}
J.&!l

public key: (n, e)

Y, = {ri®*H(ui) | ui € X4 ri:rand}

D=
i HD) i (| Za Zs
rl*(H(ul))d € Z,}

=D, N Zg |
= {H((H1)?®), H((H(u2))%),

H((H(u3))%)}
I, Dp => {ul, u2, u3}
WeBank

Y, = {r1°H(ul),r2¢H(u2), r3¢H(u3), r4°H(ud)} Za=

(ri®H(ui)¢=ri*(H(ui))?* % n
| ri®H(ui) € Yy}

Zg = { H((H(u))?) | u € Xp}

|, Zg=> {ul, u2, u3}
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« £EZEEEFEZ Full Homomorphic Encryption and Partial Homomorphic Encryption
- HUEEEBVESE{RIP Data-level information protection

Paillier RIEINER Partially homomorphic encryption

Addition : [[ull + [Iv]1] = [[u+Vv]]
Scalar multiplication: n[[u]] = [[nu]]

Rivest, R. L.; Adleman, L.; and Dertouzos, M. L. 1978. On data banks and privacy homomorphisms.
Foundations of Secure Computation, Academia Press, 169-179.
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A: Xi FHIEDFE)

Encry(x): xHUIM ERIZINE
Encode(x): AHiZmAS

id_set 1 . . .
(eé: id_l, d2, id5..) 1. {idi, Encry(yi), Encry(1-yi)}
Id_set 2 2. {

ke kkkk ko Encode(id_set_i),

_ _ sum(Encry(yi)),

id_set_| sum(Encry(1-yi))

kkhhkkkhkik }

Id_set_k

WeBank
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1. distpos_i = npos_i/pos_total; distneg_i =nneg_i/neg_total

2. Woe_i = 100 * log(distpos_i / distneg_I)

3.1V =Xk . (dispos_i — disneg_i) * log(dispos_i/disneg_i)

B: (X)Y)
idl |yl
id2 | y2
Kok Kk
idi yi
kK n——
idn | yn

3.

Npos_I =
Decry(sum(Encry(yi)));
nneg_i =
Decry(sum(Encry(1-yi)))
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ZIRTiE{El Polynomial approximation for logarithm

Original and approximate functions

function 0 v~
(W) = log(@+ exp(—yw' X)) 0.5
1 1
~log2—=yw' x+=(wW'x)? At
g 5 YW 3 ( )
VI(w) = ( L —1)yx . N

f(u)

1+ exp(—yw' x)

1 - 1
~ (— X —1) — yX
(5 yw )SY
25+

BNZ1 TS Encrypted computation for each term in the .
[Original]  f(u) = log(1/(1+exp(u)))

polynomial function B | - [Area min] f(u) = - 0.0976419u? - 0.5u - 0.714761
[Taylor]  f(u)= - 0.125u° - 0.5u - log(2)

-3 -2 -1 0 1 2 3
u

|OSS=|092—%yWTX+%(WTX)2 35

fossl1 = [flog2)+ () [Ty I+ [ )]

 Kim, M.; Song, Y.; Wang, S.; Xia, Y.; and Jiang, X. 2018. Secure logistic regression based on homomorphic
encryption: Design and evaluation. JMIR Med Inform 6(2)
WeBank °* Y.Aono, T. Hayashi, T. P. Le, L. Wang, Scalable and secure logistic regression via homomorphic encryption, 15
CODASPY16



- SecureBoost

» Collaboratively learn a shared gradient-tree boosting model
» Lossless meanwhile secure

SecureBoost

o

Sub-Model 1 Sub-Model 3 Sub-Model 2

<:; -, = Intermediate Computation Exchange «— _ ﬁ' -, < Intermediate Computation Exchange «—— _ {3 .

Privacy-Preserving Entity Alignment ' Privacy-Preserving Entity Alignment
N Confidential = Confidential v
Passive Party 1 Info. Exchange Active Party Info. Exchange Passive Party 2

Cheng, K., Fan, T, Jin, Y., Liu, Y., Chen, T,, & Yang, Q. (2019). SecureBoost: A Lossless Federated
WeBank Learning Framework. arXiv preprint arXiv:1901.08755. 16
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A: Xi (f#fikbin) B

id_set_1 . o _ idl | gl hl
Stepl: {idi ,Encry(qgi), Encry(hi)}
id_set_2 id2 | g2 h2
Step2: { * k% * % % * k%
e index(id_set_i), !
s sum(Encry(gi)), sum(Encry(hi)) idi gi hi
| _Se _I } : %k %k %k %k %k 3k %k k
Step3: idn gn hn
id set k {max(gain),argmax(gain)}
- | Decry: sum(Encry(gi)), sum(Encry(hi))
THE max(gain), argmax(gain)
’ \
L -

> (5 BN G REBMIAMTE, BMIEAMHAE Stk
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| X1, X2 BEX1, X258#
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-
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H. Brendan McMahan et al, Communication-Efficient Learning
of Deep Networks from Decentralized Data, Google, 2017

WeBank
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Each contribution looks
random on its own..

but paired masks

Ly
cancel out when summed ' A

Bonawitz K, lvanov V, Kreuter B, et al.
Practical secure aggregation for privacy-
preserving machine learning, Google,
2017
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https://github.com/WeBankFinTech/FATE

B

2019.02 201905 201908 201911

. . . AR FFATE-V1.2fRAN
FATEVO.1 I & R AOFATEVO.2HRAS R AOFATEVL.0hRAS TR FATE-Scrit

FATEERIZRIS R R

A AOFATE-Serving R AOFATE-FLOW | FATEBoard

201903 201906 201909 201912

GitHubStar 584%100 B AIFATEVO. 3RS EEFATE'VL“WZF \ B AGFATE-VL.3RA
M (IS Contributor  pONEBAEKEFREIATE e eI e
o . IFEIREFS
FATEF&REALinux Fundation e Inference
WeBank XEFERFRFIHTER
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Il Hk& Challenges in developing a real-world Federated Al
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BARRAEER

FATE-Flow | FATE-Board FATE-Serving Platform Suite

Federated Modeling Visualization Processing-app Factory

Federated Modeling DAG DSL Parser Online Federated Inference :
Monitor & Alarm

Federated Workflow Lifecycle Manager Online Federated Model

Manager
Federated Task Scheduler Log Manager

Dynamic Loaders for model
Federated Model Version Manager and processing-app

FATE FederatedML: Federated Machine Learning
R : Federated Network:
EggRoll: Distributed Computing & Storage Cross-Site Networking

Device

Data Access Data Adapter
CPU Clusters GPU Clusters

HIVE MySQL Amazon S3 CSV

Level DB HBASE HDES Andriod / 10S

WeBank
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|
|
AV BN i HFEIRS
|
s EXEB EXFB | EXFB
BT ST e 5 ; FE e
|
|
|
v EFHFRET v BRBLR i
HRVEEARITT v BRSO v EXSecureboost | FATE-Serving
v BRIMERRM v BRIBRDSEIR v EXHEDNN | AT
v EEBIVIE v BODERENAE

ZRRETENMY

Secret-Sharing Oblivious Transfer
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- RARIEE
FATE-Serving - BXFBELRRERSS
FATE-Flow | FATE-Board - BXFREERPipelinefIRI {44
FATE FederatedML - BRI T AR IDREEN
EggRoll - ST EMFERS

Federated Network - = 2 LS

WeBank
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I FATE-Flow

BXEBHLH T2 5 3EXIFRDAGEPaser
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Federated
LogisticRegression

A

Federated ’-()
FeaureSelection
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70%

waiting... waiting... waiting...

PODO1EOOOZTO009

waiting...

POOOIEQOGRTO004

Dashboard

DATASET INFO.
10000 libl.table1
libl.table2
10000 libh.beacondatal

10000

LOG

error

libh.beacondata2

2019-07-11 17:40:
2019-07-1117:40:28,319

mis:

Tru
bel': True, ‘label_idx’: 0, label_type':
s/fate/python/t;
arbiter- 10000
'2019-07-11 17:40:28,319
2019-07-1117:40:28,319
2019-07-11

wiith,
proj

flow/example

Job Overview > Dashboard

JOB SUMMARY
20199717161834519179_2
Complete
QUTPUTS FROM JOB
Main Graph

federated_sample_0
o

hetero_feature_binning_0
o

hetero_feature_selection 0

hetero_Ir_0

WeBank

evaluation_0

Guest
10000
5 view

10000

®© ©® © ©

2019-04-15 22:40:00
2019-04-15 22:46:00
2019-04-15 22:46:53
00:00:53

Parameters(?)

comprass._thres: 10000

local_only: false

view this job

Job: PO0O01E0002T0001

JOB graph
00:02:33
inteiol\_o
62.11%
[ hetero feature_binning 0 |
S
Detero featiire selection 0

Q]

het

0

evaluation 0

debug

290] - INFO: run task 20190711174027288221 14
/lline:291] - INFO: {DatalOParam’: (inpu
hod': None, 'missing_impute’: Nors
int; ‘output_format': dense’

aio_020190711174027288221 1 ¢
‘delimitor’: . ‘data_type’: floaté4, ‘tagwit
True, outller_repla od

io_0 guest 10000

value': False,

dense, ag.

pla

) ‘a

st_hetero,_Ir_job_confjson), ds!’: ‘examples/te model_id':
model]. ‘local': {role’: ‘gu arty_id’: 10000). DatalO’
] - INFO: {data’: {'data’: ['args.train_data
<arch.api.standalone.eggroll. DTable object at 0x7f9736136080
_cv: False'
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Il FATE FederatedML

. Secure Secure Federated Secure Secure

Federated . . o . .

Product

MPC Protocol Hc&r:;r;&:g?c Secret-Sharing Oblivious Transfer Garbled Circuit

Eggroll &
Federation \YETe) MapPartitions MapValues Reduce
API

WeBank
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- EggRoll

- RIZIESR D)
- EggRollAPI: EEEEFAZ, BISAPISCI] . Data Utilities
P,

- HTEFERE

« BKIEI—HomIVitENFE

. K& Roll

Resource Task Manager
* Roll: %GE/V"% ﬂf‘ (tO eggs), RE#E Computing :
== Aggregator RESLL eI Meta Service
=J

- Egg: itH. FhHES[E

Egg

Node Manager Computing Engine Storage Engine

WeBank 33



- Federated Network

- fRIZHESR

« Federation API: ERIE;EFHFAE, EITAPISCI
. Federation API
E’EJEI\ A m*ﬂﬁéﬁ

- BERA
- BRIBEIZNSEHEBILRBEE
. TRER
- Meta-Service: JTTiEEEIE
 Proxy: NAEBFRFIIKH
» Federation: Global Object (i.e. data to be
‘federated’ among parties) FHSFISCIN
« FATE-Exchange

WeBank

Meta

Service

Federation Service
FATE-Exchange

Security
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Meta Service

\

g/ '}

Federation Service

'Qs‘r: Other Parties
Firewall or

FATE Exchange

WeBank
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Secure Intersection for Sample Alignment

Vertical-Split Feature Space Federated Feature Engineering
« Secure Feature Binning
« Secure Feature Selection
« Secure Feature Correlation (Coming Soon)

Vertical-Split Feature Space Federated Learning
« Secure Logistic Regression
« Secure Boosting Tree
« Secure DNN/CNN (Coming Soon)

Horizontal-Split Sample Space Federated Learning
« Secure Logistic Regression
« Secure Boosting Tree (Coming Soon)
« Secure DNN/CNN (Coming Soon)

Secure Federated Transfer Learning

WeBank
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FATE GitHub=E T FATE 1S /NBDSE

Join FATE, Let’s Federated Everything!

EM: https://www.fedai.org/

PeBank MB%5: contact@fedai.org }



